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We’ve noticed an increase in financial scams 


We've noticed an increase in scams being circulated on normally safe platforms 
such as Facebook, Instagram, and YouTube. These scams are sophisticated, often 
using celebrities or trusted companies as a way of enticing victims. Their goal? Your 
money. 


Here’s how you can avoid financial scams: 


1. Check the URL 
Each time you click-through on any advertisement make sure the URL matches 
the original content. 


2. Approach with caution 
It’s always better to be safe rather than sorry. If something seems too good to be 
true, it probably is. 


3. Be suspicious 
Just because an initiative appears to be supported by a celebrity or company 
doesn’t mean it’s real. 
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How do financial scams work? 


There's a huge range of scams going around at the moment, we’ll talk you through 
how some of the most common ones work so you know exactly what to look out for. 


Facebook and social media ads 
O62 The ads used in these scams redirect you to a website designed to 
C) look like a local news site. These are often crypto based scams which 
prompt you to sign up, luring you into an email conversation. 


Phishing emails 

Emails are sent promising to earn you high amounts of cash based of 
just very low investments. A PDF is attached to the emails, with 
messages promoting the fake platform they want you to invest in. 


Convince you to hand over money 

Sy Scammers will try to get your money by convincing you to buy fake 
shares, getting your bank credentials, or stealing your identity. They 
also use bots (software applications that run tasks over the internet) to 
trick you. 
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Global financial scam examples 


SPECIAL REPORT: Tesla 
launches its newest platform 

X™™ - aims to help families i ; ea ; 
become wealthier 


It is well known that families around the world are suffering 
from financial crisis, businesses are shutting down and people 
are losing their jobs due to the recent global pandemic. 


Connect to Elon Musk's project and earn from 4000 $ 
monthly! 


Open an account 
and start earning 


Tesla X system Profitable investment Strong team 
hm sla X 
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We hope this has been useful! 


Scammers will go to great lengths to get their hands on your money. But with the 
right knowledge and a solid antivirus you can easily avoid becoming a victim. Your 
Avast antivirus protects you from all types of scams, including financial phishing 
emails and URLs. 


From all of us here at Avast, stay safe both online and off. 
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